Data Processing Policy of The Energy Foundation Beijing Representative Office

As The Energy Foundation Beijing Representative Office (hereinafter
referred to as “we” or “us”) fully understands the importance of data
security to our partners, grantees, and service providers as well as
experts, consultants, and other individuals (hereinafter referred to as
“you”) participating in our projects and activities, we hereby formulate
the Data Processing Policy of The Energy Foundation (hereinafter
referred to as “the Policy”) to explain the Data Protection Rules to be
observed and the data protection obligations to be fulfilled by both
parties when data processing is required during our operation or
cooperation with you.

When processing the data you provide, we will protect our and your
legitimate interests concerning data in accordance with applicable laws
and regulations of the People’s Republic of China. Please note that we
do not need or intend to process data that has significant impact on
national security, public interests, or social stability, or data that is
irrelevant to our projects.

1 Scope of Application

1.1 The Policy applies in the following circumstances (including but
not limited to):
1.1.1 When grantees provide us with work products and data in
relation to the projects before and after receiving our grant(s) or
during the implementation of the project(s);
1.1.2 When the partners, service providers, experts, and
consultants provide us with work products and data in relation to
projects during the negotiations for the signing of the agreements,
or during the implementation of the projects as agreed in contracts;
1.1.3 When other individuals and organizations provide us with
data in relation to our projects or activities that they intend to
register for and actually participate in;

1.2 The data is provided on a voluntary basis. And you confirm that we
have explicitly informed you and expressed through appropriate
means that we will process the data provided by you in accordance
with the Policy and that you have agreed to abide by the Policy.

2 Definitions
2.1 Data refers to all information recorded electronically or by other
means.

2.2 Important Data refers to the data that may endanger national
security or public interest once being tampered with, damaged,
leaked, or illegally accessed or utilized. Its scope is subject to the
determination of specific regions and departments.

2.3 Core Data refers to the data that concerns national security, the
lifeline of the national economy, important people’s livelihood, or
major public interest. Its scope is subject to the determination of
specific regions and departments.

2.4 State Secret refers to the matters that may undermine national
security and interest in the field of politics, economy, national
defense, or diplomacy once being leaked.

2.5 Processing refers to the collection, storage, use, processing,
transmission, provision or disclosure of the data.

2.6 Data Protection Rules refer to any and all laws, regulations,
standards, policies, or any administrative approval, license, order,
requirement, restriction, or any decision in similar form concerning
data governance released by the legislative, law enforcement and
judicial organs of the People’s Republic of China from time to time,
and revised or updated version thereof, including but not limited to
the Data Security Law, the Cybersecurity Law, and the Civil Code.

3 General Provisions on Data Protection

3.1 Legitimacy of the Collection and Provision of Data
3.1.1 We and you shall guarantee that the respective data
processing activities conform to the Data Protection Rules and
ensure the legitimacy of the collection and provision of data.
3.1.2 We do not need or intend to process certain data that you are
prohibited from providing to external parties or us in accordance
with the Data Protection Rules, and we advise you to make an
appropriate judgment based on the Data Protection Rules and
relevant policies and avoid the provision of such data to us.
3.1.3 If you are required to obtain necessary license or approval
before providing certain data to external parties or us in accordance
with the Data Protection Rules, we advise you to do so as required
before providing us with such data; otherwise we advise you to
avoid the provision.
3.1.4 You acknowledge and understand that, as the representative
office of an overseas non-governmental organization, we need to
transfer and use the information within the organization.
Consequently, the data provided by you for us may be transferred
outside the People’s Republic of China. We advise you to make an
appropriate judgment and obtain necessary license or approval or
pass the security assessment in accordance with the Data Protection
Rules before providing us with the data.

3.2 Data Quality
3.2.1 For the smooth implementation of the projects, activities, or
the cooperation, you shall ensure that the data provided to us is
accurate, complete and not misleading.
3.2.2 If'you find that the data provided by you may be incomplete,
inaccurate or untrue, you shall notify us in writing in a timely
manner for our correction.
3.2.3 When providing data to us, you shall choose the means of
transmission in accordance with the Data Protection Rules to
ensure as much as possible the security and quality of the data
provided to us.

3.3 Non-infringement of Third-Party Rights
3.3.1 To facilitate the cooperation between you and us, you should
ensure that the data provided by you will not infringe any legitimate
rights and interests of a third party, including but not limited to the
copyright, patent right, trademark right, and relevant rights and
interests concerning personal information and privacy.
3.3.2 Unless otherwise agreed in the contract, if you own the
copyright, patent right or other intellectual property rights of the
data provided by you, you understand and agree to authorize us, for
the purpose of our cooperation, to use such data for charitable
purposes and allow us to authorize a third party to use such data for
the realization of the above purpose.
3.3.3 If the data provided by you to us involves the copyright,
patent right, or other intellectual property rights of any third party
or the relevant rights and interests of any third party concerning
personal information or privacy, you should secure us and our
authorized third party a legitimate and full authorization to use such
data for charitable purpose.

4 Special Provisions on the Processing of State Secret, Important
Data, and Core Data

4.1 We do not need or intend to process State Secret, Important Data,
or Core Data, and we will avoid the collection or use of any data
that may be considered as State Secret, Important Data, or Core
Data.

4.2 In order to make sure that our cooperation will not undermine
national security or public interest, nor affect the legitimacy and



security of our cooperation, you represent and warrant that the data
provided by you to us does not contain any State Secret, Important
Data, or Core Data.

4.3 We advise you to keep a close eye on the catalogue or list of State
Secret, Important Data, or Core Data released by the regulators
from time to time. If you notice that the data provided by you to us
may be considered as State Secret, Important Data, or Core Data,
you should notify us at the earliest possible time so that we can take
subsequent measures through collaboration.

4.4 As mentioned above, as the representative office of an overseas
non-governmental organization, we may need to transfer and store
the data provided by you outside the People’s Republic of China
for program management or organization operation. We advise you
to make an appropriate judgment about whether the provision of
the data requires additional approval or license from regulatory
authorities in accordance with the Data Protection Rules. If
applicable, we advise you to delete such data or obtain the approval
or license from regulatory authorities before the provision of such
data.

5 How do We Protect the Data
We attach great importance to cybersecurity and data security. As
a result, we have taken appropriate management and technical
measures regarding the collection and processing of the data in
accordance with applicable national laws and regulations to protect
the data from unauthorized access, disclosure, use, revision,
damage, or loss. We will process the data provided by you and use
the intellectual property rights related to such data under your
authorization, consent, or permission as provided in the agreements
entered into between you and us or only for the purpose of our
cooperation. In addition, we will continue to administer our data
processing activities including the collection, use, sharing, and
entrusted processing in accordance with the Data Protection Rules,
enhance the compliance and security of data processing activities,
safeguard national security and public interest, and protect the
rights and interests concerning data of individuals or third parties.

6 Revisions to the Policy

6.1 We may revise the Policy based on the changes of the Data
Protection Rules and the needs of our business operation. You may
check the latest updates at your convenience here
http://www.efchina.org/Download/Data-Processing-Policy-of-
The-Energy-Foundation.pdf.

6.2 If you do not agree with the effective changes, you shall contact us
immediately to discuss.

7 Contact Us
You may contact us in the following ways:
Tel.: +86-10-5821-7100

Email: china@efchina.org



fEEESs (RE) tRHELABIELEBOR
(FHEF)

REPIL B2 (EED Jba/rZE4k (The Energy Foundation Beijing
Representative Office, LA FHFR“IRAT") 770 PR S % 206 7
ISR, SZ BN, RS TT LR S S8A T H G 3y
TR A KA A (DN RIFRE™) nyE v, T R
WA e E S B LR ST G Eid R, 258 2 35 e Ab 7R
HITETZIS, FAT 514 B R 258 B AP UE M AT EoE
R L5s, BATRRENE CRBTR IS 2 (GEE)Ib I F b Hi gl ik 1
BOR) (DL FER“ARBUR"), BE0U7EF,

— B AR E S S e BA T B, B TR 2 B S R OR,
PRI AT A EE STy UG T SRR IR T, K
AE TAE R ETR AR B D E AL B E R 2 4. ARG, ibexda

TE S5 A R M) 2 B DL S BT A E LSRR Bs Bk

1. EAERE

L UARBSRE A S B EAR T
111 SZ BN AR B2 BATR B i 5 M 00 B PR R b, )
PAMHLHE SR A ) TIERBCR MBI FE R 5
1.1.2 GPEKAR. DRSS 7. KA, (XU NZAT itk
BRIV RS SR IE XU B I Wi 2, TR H
SR A AT G S T H A 600 TR R BEHE R 5
1.1.3 HMSIEANWTH . GO AR, R4 KRS
INEATIRE . WG R BATR AL S A . 3E3H KW
Bmwy

1.2 BN AT Lo 3 24 7 i s o SR Yo AT TR e ek
ARECREIHUE AL B 17 BT R0 Bt ) RGE N AR BORRY
AT, FEAE E R F i B fi T 5 pe s

2. EBX
2.1 BB SR DL T30 L Ath 5 A5HE B AYiE %,

2.2 EEHEIR LI - RIS . MR IR i
BRI, WREGEHEEF Y . AN EEE. HAWEE
PAKHIX . &5 TE it

2.3 BeOBIE L R R L 4. EIRGE S anfhk. TSR R
KA G FA s . HARAIEH DA X . &80 TN E
e,

2.4 EF T f5l 5 v i H E R ARG, fur. J®EG. ot
AL ST 2 2 MU G ) 97 B [ 3R 2 2 MR G ) B 30

2.5 JeEIE R AL BOHL T AR, f20 ATTH
N

2.6 FHRRIHE L fr e ATCIUMIENZ L. Pk, nlidploe s
IR AR S T A Y A, R ARvE. BORSK
ERATBCR L. T, R, 2R, RIS AER LI KRy
PRIE R ICRIHET . FOHAIRROAR, AR EART (s 4
H A& L 2. (R),

3. FEAY RN
3.1 FUR M SE TR Skt
3.1 FAVRE R 2 ) w744 T 00 B AR B 1S B 75 5 B A 4

BT, OB IR R P G e

3.1.2 X Hn R4 T BRI R A i Ok w1 Bl T4 iy
o, BATLTE A WL AR, BA T AR e H s Ok
PRUE KA RBOR(E 5 EER PRI, 8 58 1 BeA 152 b 4
D

3.1.3 Hdn ORGP U A B R S AR IR A S VF 1] St e T
LU S48 (sl 1) BeA 15 0l 0 et AT S AE g JeAT
P I e K A AR gl PR 3P R (K 3R I SE T el K ik
HE 5 ARIRIGVF T ol JEAERY,  BOAT TR SCHEORE 56 17 FATT S it ot
ESER

3.1.4 BB, T RERIE S GRED JbRthE A
—RELIIEBOF AR, BT TE LA AL A
AR A, 1R EATT e pE il i T R K s o5 055
FREMAIN I o BATHEBUE AL 150 FATTHE P Ei s i B g Hodls g
FUE AR P, SRAG A SR VE T BErE el id 22 2 1F
it

3.2 UERE
321 ATIH. G RIGRMRFIF R, 8825 f6 a2
POt SERME AR SO EE.
3.2.2 MBAEAE AT BB G R IUT (8 vl e A7 (£ R
M ARUE B R ESENY, R K A S A, LAE
TLHIE,
3.2.3 EEFA S BIRRT, SR BT S EUR R A1
B i, ROTREMER BRI 2 A R

3.3 NMERIBE=H EERMF
3.3.0 NTIFEISWEAE, BRGSO EIE R 20
B AT GBI 4, TR T ERL. &R
B PEFRRLLL R GG B BERLEEA S R BRI FIRL 4.
332 BREA TR S HLE, MRESHE AL R B 5
BEAEERL B RIBRCEERFR, DO T SEBLU G F
Hv, EERfIF R SR IATNERE A G H SRR
B E R, FERVFEAIEREE =77 5520l B ryfs R e
BEOBEE R
3.3.3 AR R FATER AL B B RS AT T AR S TR
B BRI R R B = N A B . BRRREAX
RCFIRAR 4, SERY FHZ S = AR G ik, ez
B, DA LR EATT I BATEAUA = 5] DN A 4 H W
i,

4. EFRME. EEHE OB BRI

4.1 FATLT AL Bt L A P R . o S o OB
Y, BATTRERE SR ol T AR (T W] RE SR T E R AL . H 2
EEE SE WY N E IR T EY S

42 N 1 AR ENN G IE RS EHER L 2 ARG, ke
TERYGEENE. L tE, 75 WIIF PR IR ) JA T4 ey Bodls &
WEERE. R O EE.

4.3 A TEBCE R SORUE I AT HUR SN S AT R R B . T 20
Yo OB H ok TR, R ERIE O Ak it
BAII BT RE IR TR R AL . S S AL O BRI
Pads 5, 22— I 18] 0 JATT L U5 B AR I B Ak



T o

4.4 METAGL, GEWEES S GRED JL/rEAL(F N — KB IE
BOFHZRRIREN, 7 BH E B P2 BT, K
AT HE 2 485 Bt (A 19 B A By 22 AT i 1 b R A RCIL R R I3
Oto IR B R4 RS P i 1) BT B PR B s e o T
SEPRAF A ST S AR e PR T S, BT A
17 BAT T 5 e mir I B o 70 B ol 1 AT 3R A A S T 1 1
PEHEF T

5. BAIAFTRTEEE

BAVIEH AL 2% 2 2 MOAE 2 %, DR R LA R0
(SR, ARG FAl T e S R A B ) 5 A 35 L ) A B % Dt
PR M, DABG (LBl S R LB . ATFBs. [
ML Bk, iR, BATRE Y B TS5 Gk By il 5
FEACALEIBAN S EGER By, AR [ e T
70 P AR BE A 42 O 2 BT TR B I 66T 5 123800 45 500 Jn
WP BT AR S B SR B H 225k, B BT
Bou B IS BICARRERAIRTH BB, £
THEER A B S By A . ek, 4R ER L 2L AR
Ga, PRI AL T BE R AR

6. ABOERHIEIT

FATT 2 AL B PR3P B 09 ARAb DA R B Tk 5532 8 17 5
A BoR OfF o & T, & oW LB OB fF
http://www.efchina.org/Download/Data-Processing-Policy-of-
The-Energy-Foundation.pdf 7 75 #5579 B 5 N 25

o
—

6.2 MRAEA ) 8 TR A T T, f B 24 J I 5 BT T AR O
5PN THEA T KIS D

7. BRREA
] Dl nt DU A S BATRES R -
Hi% : +86-10-5821-7100
MR% < china@efchina.org



