Personal Information Protection Policy of The Energy Foundation

As The Energy Foundation (hereinafter referred to as “Energy

2 <,

Foundation,” “we” or “us”) fully understands the importance of
personal information protection to our partners, grantees, and service
providers as well as experts, consultants, and other individuals
(hereinafter referred to as “you”) participating in our projects and
activities, we hereby formulate the Personal Information Protection
Policy of The Energy Foundation (hereinafter referred to as “the
Policy”) to explain our practices in the collection, use, and protection
of personal information, your rights and interests concerning personal
information and privacy, as well as the rules to be observed and the
obligations to be fulfilled to protect personal information when you

provide us with personal information as an organization.

When processing your personal information, we will follow the
principles of legitimacy, justice, necessity, and integrity, and respect
and protect your privacy as well as other legitimate rights and interests
concerning personal information in accordance with applicable laws

and regulations of the People’s Republic of China.

The personal information is provided on a voluntary basis. And you
confirm that we have explicitly informed you and expressed through
appropriate means that we will process the personal information
provided by you in accordance with the Policy and that you have

agreed to abide by the Policy.

1. Definitions

1.1 Personal Information refers to all types of identified or
identifiable information of a natural person recorded electronically
or by other means, excluding anonymized information.

1.2 Processing refers to the collection, storage, use, processing,
transmission, provision, and disclosure of personal information.

1.3 Personal Information Protection Rules refer to any and all laws,
regulations, standards, policies, or any administrative approval,
license, order, requirement, restriction, or any decision in similar
form concerning personal information protection released by the
legislative, law enforcement and judicial organs of the People’s
Republic of China from time to time and revised or updated
version thereof, including but not limited to the Personal
Information Protection Law, the Cybersecurity Law, the Civil
Code, and the Personal Information Security Specification.

2. Requirements for the Processing of Personal Information

2.1 Collection of Personal Information

2.1.1  We may collect and use personal information (1) provided
by individuals on a voluntary basis to participate in our projects or
activities in their own names; (2) provided by an organization, on
its personnel (including but not limited to board members,
employees and consultants), when the organization collaborates
with us for projects, events or activities.

2.1.2 If you participate in our projects or activities in your own
name, we may collect personal information such as your identity,
contact information, title, etc. We will collect, use, store, provide
and protect such information in accordance with the Policy. You
are advised to read the Policy thoroughly to understand how to
exercise your rights as the personal information subject.

2.1.3 If you are an organization that conducts projects,
cooperation or activities with us, you shall ensure that before
providing us with the personal information from relevant
individuals (such as staff or consultants), you have obtained their
consent and authorization to allow us to collect, share, provide and
store such personal information in accordance with the Policy. You
are advised to present the Policy to the relevant individuals, remind
them of reading and understanding the Policy, and shall inform us
of any change to the consent of the relevant individuals without
delay for our timely adjustment.

2.2 Use of Personal Information

Based on the needs of our projects, cooperation, or activities you
participate in, we may use personal information for due diligence,
background check, implementation and management of projects
and activities to achieve the intended purpose of cooperation and
fulfill our legal obligations.

2.3 Sharing, Transfer and Disclosure of Personal Information
2.3.1 In general, we will not share with any third party, transfer,
or publicly disclose your personal information.

232 We may share, transfer, or disclose your personal
information under the following special circumstances: (1) To
serve the purpose of the Policy only, we may share and transfer
your personal information within our organization or with our
service providers (such as auditors, law firms, consultants or any
other entities or individuals who we reasonably believe necessary
to share in order to serve the purpose of our use of your personal
information); (2) Upon obtaining separate consent or authorization
from or signing a separate agreement with the individual, we may
share, transfer, or disclose the personal information to relevant

parties; (3) We may disclose the personal information as required



by applicable laws and regulations, legal proceedings, resolution
of litigations or disputes, or administrative and judicial organs; (4)
When it’s necessary to share the personal information to protect
both our and your interest, property, or safety and those of our
partners and public interest from being undermined, to the extent
permitted by the laws and regulations of China. For instance, we
may provide the personal information to third-party anti-
laundering or anti-sanction service providers to assist with the

background check.

2.4 Storage Duration of Personal Information

In principle, we store the personal information only for the
minimum period required for the achievement of intended
purposes. Nevertheless, please note that we may extend the period
as required by applicable laws and regulations. The storage
duration of personal information is subject to the following periods,
whichever is the longest:

2.4.1 the storage duration required by applicable laws and
regulations;

2.4.2 the storage duration required to achieve the intended
purpose of the cooperation between both parties or the purpose of
the service authorized by you;

2.4.3 the longer storage period agreed by you,

2.4.4 and other special agreements on the storage duration.

2.5 Individual Rights During the Personal Information Processing

2.5.1 Individuals have the right to access, copy, or amend
personal information, and may exercise the above rights by
contacting us via the contact information given in Section 4.

2.5.2 Individuals may withdraw the consent by contacting us via
the contact information given in Section 4, which will not affect
the effectiveness of personal information processing activities
based on the consent of individuals prior to the withdrawal.

2.5.3 In any of the following cases, individuals may contact us
via the contact information given in Section 4 to delete the personal
information: (1) The intended purpose does not exist, or has been
achieved, or is unable to be achieved, or such personal information
is no longer necessary for achieving the purpose of the processing;
(2) The storage duration has expired; (3) Individuals have
withdrawn the consent; (4) We have processed the personal
information in violation of applicable laws, administrative
regulations or agreements; (5) Other situations as stipulated by
applicable laws or administrative regulations. Individuals
understand and are informed that when the storage duration
required by applicable laws or administrative regulations has not
expired, or when it is technically difficult to delete the personal

information, we will suspend all processing other than storing the

personal information and taking necessary security protection
measures.

2.5.4 Individuals have the right to make a request to us for an
explanation of the personal information processing rules.

2.5.5 Individuals may request us to transfer their personal
information to other organizations or individuals by contacting us
via the contact information given in Section 4. We will respond to
the above requests if they are technically feasible in accordance
with the requirements provided by regulatory authorities.

2.5.6  We will respond to the above requests of individuals within
15 working days. Individuals may seek legal remedy through other
means in accordance with applicable laws and regulations if you

are not satisfied with our handling results.

2.6 Cross-border Transfer of Personal Information

2.6.1 As an overseas non-governmental organization, Energy
Foundation needs to transfer your information within the
organization for program management and organization operation.
As a result, we may transfer to and store the personal information
provided by you outside the People’s Republic of China.

2.6.2 If you provide your personal information to us as an
individual, you acknowledge and agree that we may transfer to and
store your personal information outside the People’s Republic of
China; if you provide the personal information of your personnel
to us as an organization, you shall comply with the requirements
of cross-border personal information transfer as stipulated in the
Personal Information Protection Rules, inform relevant individuals
of the cross-border transfer of their personal information, obtain
separate consents from these individuals, and evaluate the security
impact of personal information or pass the security impact
evaluation organized by the regulatory authority. We will offer you
due assistance upon your request.

2.6.3 We will take necessary measures to ensure the security of
personal information in accordance with personal information
protection standards, and guarantee that the personal information
outside the People’s Republic of China will be also subject to the
level of protection equivalent to that under the standards of

Personal Information Protection Rules.

2.7 Exceptions Regarding the Processing of Personal Information

and the Response to the Requests

Please know and understand that in accordance with applicable
laws and regulations, we may process personal information
without obtaining the consent of individuals under any of the
following circumstances:

2.7.1 'When the processing is necessary for the conclusion or

performance of a contract to which the individual acts as a



party, or human resources management in accordance with
applicable labor rules and regulations or as agreed by
collective contracts signed according to law;
2.7.2  When the processing is necessary for the fulfillment of
statutory responsibilities or obligations;
2.7.3 When the processing is necessary for our response to
public health emergencies, or the protection of life, health, or
property safety of natural persons in emergent situations;
2.7.4 'When we process personal information to a reasonable
extent for the purpose of news coverage or supervision of
public opinion in the interest of the general public;
2.7.5 When we process personal information voluntarily
disclosed by individuals or other personal information
disclosed legally to the public to a reasonable extent in
accordance with the Personal Information Protection Rules; or
2.7.6 Other circumstances stipulated by applicable laws and
administrative rules.

3. Revisions to the Policy

3.1 We may revise the Policy based on the changes of the Personal
Information Protection Rules and the needs of our business
operation. We will not restrict your rights under the Policy without
your explicit consent.

3.2 If you do not agree with the effective changes, you shall
immediately contact us to discuss.

3.3 For major changes of matters concerning personal information
protection under the Policy, you may check the latest updates here

https://www.efchina.org/Download/Personal-Information-

Protection-Policy-of-The-Energy-Foundation.pdf.
4. Contact Us

You may contact us in the following ways:
Tel.: +86-10-5821-7100

Email: china@efchina.org
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